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SECTION 1: SK-NET Mobile Overview

This document outlines the steps necessary to configure an SK-NET system for the Mobile App, and
explains how to use the SK-NET Mobile App to provide true mobile access.

1.1 System Requirements

e SK-NET 6.2. and above
e SK-NET Mobile App installed on an iPhone or 64-bit Android device.

1.2 Overview

The SK-NET Mobile App provides an interface to a new or existing SK-NET Access Control System from
anywhere in the world, using a Mobile Device. The Mobile App offers the following capabilities:

View transaction history and monitor live transactions.

View reader status, open/lock/unlock a door or disable/enable a door schedule for any reader.
Add, delete or modify user (cardholder) status, user photo, and user data

Command SK-NET to Send Cards to the stand-alone reader network (update changes)

Start and monitor a previously configured Lockdown.

Connect to a selected location in Multi-Location systems.

Securakey Mobile Access uses shared cloud databases to which both the SK-NET Windows app and the
SK-NET Mobile App have access. SK-NET still maintains the "master or main” database files on a Windows
PC for the local system, but it copies certain relevant data to the cloud for use by the mobile app (Fig 1).
The SK-CLOUD provides the means by which SK-NET and the Mobile App communicate with each other.

SK-NET
WINDOWS APP
LOCAL SYSTEM/

DATABASE

Figure 1 — SK-NET Mobile System Architecture

SK-CLOUD
(PORTIONS OF
LOCAL SYSTEM/
DATABASE)

1.3 Applications

SK-NET Mobile can be used by:

eCorporate Management or Personnel working in Office, Offsite, or After-Hours.
eCorporate Security Guards working in Office, on Guard Tour or Monitoring perimeters
eSchool Administrators, Teachers or Campus Security conducting or rehearsing Lockdowns
eHR Staff—take and upload photos when on-boarding Employees

1.4 Configuration Steps

Install SK-NET 6.2 Software Update (Section 2.1)

Use Customer Portal to add an Email/Password pair to SK-CLOUD for each mobile device(Sect 2.3)
Install SK-NET Mobile App on each mobile device (Section 3.1)

Setup/Configure each Mobile Device with Email/Password pair (Section 3.1)

Connect Mobile Device to SK-CLOUD and SK-NET (Section 3.1)

Use SK-NET Mobile App to control, monitor SK-NET System (Section 4.0)

oupwNE
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SECTION 2: Configuring SK-NET for the Mobile App

2.1 Update your SK-NET System to work with SK-NET Mobile App

1. Download and install SK-NET version 6.2 or higher on the PC that runs your access control system.
° Existing configuration and history files will remain unchanged.
° Visit: https://Securakey.com/downloads/ for the current release.
2. Set up your SK-NET Cloud account for use with the SK-NET Mobile app:
a. In SK-NET, click on File, then Preferences, then Mobile to display the Mobile Preferences
Screen (Figure 2).
b. Check the Enable Mobile Access box.
c. Contact your Dealer for the Account Email and Access Password for your SK-CLOUD account -
enter them into the corresponding fields on the Mobile Preferences Screen
d. Click Setup/Sync DB. (The system connects with SK-CLOUD, logs on and sets up your
database.)
e. If the registration completes successfully, click OK to return to the main SK-NET view and
verify that the cloud icon appears on the status bar (Figure 3).

Preferences x
T Transaction Colors ﬁ User Field Labels #% Settings Dealer Info| <7 Automate 8 Video T2 Door Status [ Mobile
Mobile Cloud Status: Connected to SKCloud
Enable Mobile ccess Cloud Connect
Account Email ItestEustDmer'l (Sexample. com | Setup/Swnc DB
Access Pazzword Ii.i. |
Add/Modify Mobile Devices hittpz: /Ay, securakevcloud. comdportal Customer
Ok Apply Cancel

Figure 2 — SK-NET Mobile Preferences Screen

10:53 1042013 Lockdoen Cancel Cloud icon

@ 10:53 L0018 Lackdoan Cancel /

Transaclons X Messages
TCRAR How 1527188001243 3 [ Conrectzd : My Tasl

Figure 3 — Cloud Icon in Main SK-NET View
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2.2 Communications or Database problems

If you experience problems or see error messages once your system is running:

1. Revisit the Mobile Preferences screen by clicking File, then Preferences, then Mobile.

2. If the data is not in the cloud for any reason, or it becomes out of sync between SK-NET and the
mobile app, click Setup/SyncDB to copy database records to the cloud. Current data will be erased
from the cloud and re-sent from SK-NET.

3. If the current status is disconnected, click Cloud Connect. The cloud icon should appear on the
status bar.

2.3 SK-CLOUD Customer Portal

1. Once the SK-Cloud Account is created, you must assign Mobile Devices to your SK-NET System by
using the SK-CLOUD Customer Portal.

2. Use the Customer Portal Link on the SK-NET Mobile Preferences Screen:
https://www.securakeycloud.com/portal/Customer (Figure 2).

3. To add Mobile Users, logon to your portal (Figure 4), using the same Access Password and Account

email that you entered into the Mobile Preferences Screen, and the Mobile Users List (Figure 5) will

display.

Then, click Mobile Users and Add, and the Mobile Users Data Entry window will display (Figure 6).

Enter a new, unique Access Password and Account eMail “pair” into the SK-Cloud database for each

user or device that will access your SK-NET system. Keep a record of these password/email pairs

together with the identity of each system user.

6. For a fully-capable user, press the dropdown arrow in the Mobile User field (Figure 6) to display
available Mobile Groups and select Master. (To restrict a user’s capabilities, see paragraph 2.3.1.).

7. Use the Mobile Users Edit and Delete buttons to select and modify or remove existing users (Figure 5).

vk

Securakey))

Welcome to the Secura Key SK-NET Customer Setup Portal

Login

BobACSystem@test.com

Figure 4 - Customer Setup Portal
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Figure 5 - Mobile Users List
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Mobile/Web User Information Dropdown
Username (Email): Arrow
Password: /

Mabile Group: Void b

Subinnit

Figure 6 — Mobile Users Data Entry

2.3.1 Mobile Groups and User Permissions

The Customer Setup Portal (Figure 4) allows system operators to create Mobile Access Functionality
Groups where permission to use specific system commands can be enabled or disabled. For example,
some users would be allowed to initiate a Lockdown, but they are not qualified to configure system
parameters, so a Mobile Group can be created with an appropriate set of permissions for that class of
users. Note that the system comes with two default Mobile Groups: Master, which has all permissions,
and Void, which has no permissions.

1. To define a new group in the Mobile Users List (Figure 5), click Mobile Groups, then click Add, and the
Mobile App Functionality Groups screen displays (Fig. 7).

2. A smaller window also opens for Mobile Group Settings (Fig. 8).

3. Enter a descriptive Group Name into the blank field, then click the checkboxes for the permissions you
want to enable for the Group.

4. Click Submit when finished, and the new Group will be added to the list of available Mobile App
Functionality Groups.

Securakey))

Show {25 ] excies Mobile App Functionality Groups

ﬁ ID* Name Lockdown Activate Lockdown Cancel User Modify User View User Card Send Location Change Location Connect Reader Open Reader Lock Reader Unlock Reader Disable Schedule Reader View Transaction Vi

0 Void 0 0 0 0 0 0 0 0 0 0 0 0 0
1 Master 1 1 1 1 1 1 1 1 1 1 1 1 1
Faculty 1 0 0 1 0 0 1 [ 1 o o 1 0

< »

Figure 7 — Mobile App Functionality Groups

rMabile App Fun Group Setting
Group Name: Master
Lackdown Activate:

Lockdown Cancel:

User Madify:

User View:
User Card Send:
Lacation Change:
Location Connect:
Reader Open:

Reader Lock:

Reader Unlock:

Reader Disable Schedule:
Reader View:
Transaction View:

Figure 8 — Mobile Group Settings

e Depending on the permissions selected for a Mobile Group, some tabs, buttons, and options will not display on
the Mobile Device screen, so your screen may not look like the screen example illustrations in this manual.

e If you want to see which commands are enabled for a given Mobile Group, just double-click the Group Name in
the Mobile App Group Functionality list, and the group settings will display, with checkmarks next to the enabled
functions.
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SECTION 3: Configuring SK-NET Mobile App Devices

3.1 Installation and Setup Procedure

For each mobile app device in your system, follow these steps:
1. Download and Install the SK-NET Mobile App on the Mobile Device.
e If you have an iPhone, search the App Store for SKNetMobile
e If you have a 64-bit Android phone or device search the Google Play Store for
SKNetMobile
2. Tap Download, Install, then Open.
3. Start the SK-NET Mobile App on your device and enter a PIN code that you will enter every time you
start the app. This PIN is also stored on the Configure screen as the Device PIN.

12:50.m 04 G G+ 20T R REE

¢« SK-NET Mobile ¢«

12:48am MG G 2OF R L
SK-NET Mobile

EXPLORER TRANSACT. USERS SETTINGS EXPLORER TRANSACT..  USERS SETTINGS

SK-NET

Please Enter 4-Digit PIN

Enter PIN

Securakey))

Configure

SYSTEM STATUS

SK-NET Build (6.2.0.8)

SK-NET Mobile Build (1.1.10) for Android
SK-NET CREDENTIALS

/" Mobile email
Password

Vs

DEVICE SETTINGS

7 Device Name

» Device PIN

Configure
SYSTEM STATUS

{ET: Onlin

v
SK-NET Build (6.2.0.8)

SK-NET Mobile Build (1.1.10) for Android

SK-NET CREDENTIALS

/" Mobile email

p Password

DEVICE SETTINGS

7 Device Name

+ Device PIN

Figure 9: SK-NET Mobile Login, Configure - Disconnected, Configure - Connected

Tap the Log In button to display the Configure screen (Figure 9).

Enter the Mobile email and Password (one of the email/Password pairs previously entered in the

Customer Portal for each Mobile User - see Section 2.3, Figure 6).

6. Enter a Device Name like "Andrew’s iPhone” etc. to identify the mobile device to SK-NET.

7. Device PIN is the SK-NET Mobile login PIN that you entered when logging in. You can edit it from
this field if necessary.

8. Tap SYSTEM STATUS control/indicator: Connect to connect to your selected SK-NET system. The
Status should indicate Cloud Connected, SK-NET Online. The control/indicator button will now say
Disconnect.

e If you have a multiuser system, SK-NET will remain connected to the currently selected location.
You can go to the Settings screen, and change and connect to a different Location Configuration if
desired.

e Note that SK-NET can only be connected to one location at a time, so if you change Locations on
your Mobile Device, it will also change on all other connected Mobile Devices.

9. To edit the text fields, Tap # (Edit), make changes and tap anywhere outside of the edit box. 4.

vk
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Also scroll down to view/change these advanced features:

Log In Timeout is the time SKNetMobile will wait with no activity before requiring a new PIN
entry and Log In. This feature is useful if you were to leave your phone open on a table, so that no
one would be able to access the system without a password.

Check Server Time. SK-NET writes the current time to the cloud every minute. The mobile app
checks this time to verify that SK-NET is running and healthy. If the time does not match it
declares SK-NET is Offline. In this instance the SK-NET operator may want to re-start SK-NET. If
the mobile app is in a different time zone than SK-NET, you will want to turn this switch to the OFF
position.

To exit the Configure Screen, press the € Back arrow in the upper left corner of the screen. To Logout,
you must select Settings to display the logout button.

SECTION 4: Using SK-NET Mobile
4.1 Menu Structure

SK-Net Mobile App commands are organized into 4 main sections, EXPLORER, TRANSACTION, USERS, and
SETTINGS. These commands appear across the top of the screen. Each section has a subsection or detail
screen which can be displayed by pressing a right arrow > in an individual record. See menu structure
below (Figure 10). You can easily return from a detail screen to the main section, by pressing €< Back in
the upper left corner of the screen. The main sections are consistent with the main sections in the SK-
NET PC software menu, so that the User Experience will be intuitive and familiar to Securakey customers.

B ™

/SETI'INGS
LOGOUT
System Status
Cloud Status
SK-NET on/offline
Location

4 e  Sclect

v e Connect
User Detail S

-
EXPLORER /TRANSACTION USERS

Display Devices Display System List Cardholders
Names & Status Events: e Name

\ 4 e Search e Access Group
+ . Fwd/Rev List . Card No.

4 \ order
Reader Control Add User

. Refresh data
For selected reader: e erniclong
e Displays ID \
L3 Active/Status +

Status

L Control Door:
Open,
Normal,
Lock
Unlock

. Disable/Enable:
Door

Schedule

\

Krransaction

Detail

For selected event:
Type
Time, date
Reader, location
User name
Card number
Access group

For Selected User:
. Card#, PIN
Phone
Department
Title
Parking
Access Group

. User Fields
Edit card

Lockdown
e  Start/Cancel
e Level 1-3

Photo

_4

Add/Change photo

e Status
Configure
System Status
. Con/Disconnect
. Cloud Status

. SK-NETStatus

. SoftwareBuild
SK-NET Credentials

. Mobile email

. Password
Device Settings

. Device Name
. Device PIN

. Login T/O

L Check Server

\ Time )

Figure 10 — SK-NET Mobile Menu Diagram
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4.2 Settings

Tap SETTINGS to check System Status, connect to Locations and start or cancel a system Lockdown.
The Settings Screen (Figure 11) has three main areas:

1. SYSTEM STATUS - When the mobile app is fully connected, the status should read: Cloud
Connected; SK-NET Online. Tap the > right arrow at the end of the Configure line to view and set
various app options.

2. SELECTED LOCATION - If your system controls multiple locations, you can select the location to which
you want to connect and view. Tap the down arrow ¥ at the end of the Location Name field to
display a dropdown menu with all available Locations on the system, then tap your desired location,
then tap Connect and SK-NET will connect to that location. Users, transactions and readers are
filtered based on the location selected in Settings.

3. LOCKDOWN CONTROL - If you have previously configured lockdown groups in the SK-NET Windows
application, you can use the SK-NET Mobile App to start or cancel a system wide lockdown. SK-NET
will reflect the selected lockdown state (Figure 12). You can select one of 3 lockdown levels (see SK-
NET Manual for lockdown level definitions).

12:54m MG G 3O ERE
SK-NET Mobile

EXPLORER TRANSACT.. USERS SETTINGS
Settings Logout
System Status

Cloud Connected, SK-NET: Online
Configure

Selected Location

Location Name

My Test

Lockdown Control

Lockdown Level

Level 2

Figure 11 - Settings Screen, Lockdown ON

- SE-MET

le Explorer Transachons Users Help

ﬂ;: ﬁ?_,i"alax .ﬂﬂl}.\:||TEmD|E ..':l.'-:.::i"J |_

Fire Syesbem Comteris of 1 My Tast, 18 itzms - Sortbyr Hame

Figure 12 - Lockdown State Displayed on SK-NET Software
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Although the Configure Screen displays when the Mobile App is started for the first time, once the device
is set up, the Settings Screen is the normal default screen.

4.3 Users

USERS provides a full list of users (Cardholders) from the selected location in SK-NET. It also allows you
to search for users
1. Swipe your finger up or down on the device screen to scroll through the users list.
2. The number of users in the location is displayed on the top toolbar.
3.Tap the = (sandwich) icon in the upper left corner of the screen to display the Users Menu Functions.
These are displayed as symbols in the left-hand column
a. The Q(search) icon displays the search entry box which allows you to search for a
specific user. Enter search parameters using the popup keyboard and tap the check mark
(Android) or Done (Apple) to search.
b. The ™ icon tells SK-NET to perform a Send Cards Full update.
c. The + icon allows the Mobile App user to add a new Cardholder/user.
d. The M icon navigates the user list to display the first user.
e. The M icon navigates the user list to display the last user.
f. The G (refresh) icon refreshes the user list view from the data on the cloud.
4. Tap the > to the right of a user name to select that user record to view, edit or delete. The User Detail
View is shown (see paragraph 4.3.1, Figure 14).

1:20m MG G 0= N EED 1:20am MG G- 3O= R RED

= SK-NET Mobile = SK-NET Mobile

= 142 Users — 142 Users

EXPLORER TRANSACT..  USERS SETTINGS | EXPLORER TRANSACT.. 'ISERS SETTINGS

U U User Menu
SEES Sers Functions

Jagger, Mick Card #: 2 5 Q hger, Cody
Jackson, Phil Card #: 3 3 ‘ er, Mick
Casden, Sandy Card #: 4 S son, Phil
Biden, Joe Card #:5 > len, Sandy
Starr, Ringo Card #: 6 > n, Joe
Harrison, George Card #: 7 s , Ringo

McCartney, Paul Card #: 8 > son, George

Lennon, John Card #: 9 5 artney, Paul

Ono, Yoko Card #:10 N on, John
Clapton, Eric Card #: 11 > Yoko
Filter, Lee Card #:13 > ton, Eric

Bowie, David Card #: 14 s r, Lee

e, David
Production

= o <

Figure 13: User Screen, Also with Menu Functions Selected
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4.3.1. User Detail View

User Detail View allows the user to view, edit or delete a single user (cardholder) record in an SK-NET
location.

1. Find a User by swiping your finger up or down on the device screen to scroll, or use the Search Menu
Function. Tap to highlight the desired user name, then tap the right arrow > to the right of the card
number to display the User Detail Screen.

2.Tap Edit to enable editing or to delete a user. Note that SK-NET must be online to edit a record. If you
tap a data field to make changes, a flashing cursor When finished editing, tap Done to save any changes,
Cancel to discard any changes that were made, or Delete to remove the record from the database.

4. When editing, tap the Camera icon to activate the device’'s Camera to add or change a user photo, or
tap Library to select a stored photo from the device’s memory (photos or gallery).

5. After changing user privileges in any way tap < Back and then tap * Send Users Full

to send changes to the reader network.

10. € Back in the upper Left Hand corner of the screen returns the view to the users list.

11.Individual User Data fields can be edited. Tap on the field you wish to edit, a blinking cursor appears in
the field, and the editing keypad pops up. You can see the text in the field as it is being edited. When
you are satisfied with the changes, tap the & (check mark) icon in the lower right corner of the editing
keypad for Android, or Done for iPhones.

6:07am MG B B 3OTRRED 1:226am MG G+ 30T RRED
= SK-NET Mobile < SK-NET Mobile

EXPLORER TRANSACT... USERS SETTINGS EXPLORER TRANSACT... USERS SETTINGS

Phil Jackson &'} John Belushi

USER DATA Done Cancel Delete EISZLYNYY Done Cancel Delete

Last Name First Name Last Name First Name
Jackson Phil Belushi John

Card Number Access Group Card Number Access Group

3 Master Users v 4567 Master Users v

K Phone PIN # Phone
0 | 0 222

Department Title Department Title
Comedy Actor

Parking User Field 1 Parking User Field 1
Test Park Test User 1|

User Field 2 User Field 3

USER PHOTO

Figure 14 - User Detail Photos, Text Editing

Securakey div. Soundcraft Inc 20301 Nordhoff St, Chatsworth CA 91311 USA TEL (818) 882-0020 (800) 891-0020 FAX (818) 882-7052 Internet: www.securakey.com

11 of 15



Securakey))

Operators Guide: SK-NET Mobile Application V 1.1

4.4 Transactions

Tap TRANSACTIONS to view all recent transactions from the selected location in SK-NET. To find a
transaction, swipe your finger up or down on the device screen to scroll, or use the Search Menu Fucntion.
Tap to highlight the desired transaction, then tap the right arrow (>) to the right of the Door Name to
display additional detail fields and a photo.

The SK-CLOUD will store the most recent 500 transactions from the SK-NET system for viewing on the
Mobile App.

Tap the = (sandwich) icon in the upper left to bring up the transaction menu functions.
a. The Q (search) icon brings up the search entry box which allows you to search for a
specific transaction.

b. The M icon navigates the transaction list to display the first (oldest) transaction.

c. The M icon navigates the transaction list to display the last (most recent) transaction.
d. The G (refresh) icon refreshes the transaction list view from the data on the cloud.

523 MG E B 30T RRED
SK-NET Mobile
Transactions

1:34am MG G- 30T RRED
SK-NET Mobile
Transactions

1:30am MG G 30T RRED
SK-NET Mobile
Transactions

EXPLORER TRANSACT..  USERS SETTINGS EXPLORER TRANSACT..  USERS SETTINGS EXPLORER TRANSACT..  USERS SETTINGS

Transactions

Q Andrew| X |

O
2022-03-27 09:4... Chess, Andrew
Back Door/My Test ard #22

@ Valid Access

Transactions Transactions

(]
2022-03-27 09:5...
Front Door/My Test

® Valid Access

Q Andrew X

2022-03-27 09:4... Chess, Andrew
Back Door/My Test Card # 22
@ Valid Access

@ RAPB forgive all via Panel

® Vvalid Access

® Valid Access
@ RAPB forgive all via Panel
® Valid Access @ Valid Access

@ RAPB forgive all via Panel
Void Card

Void Card

@ RAPB forgive all via Panel

@ Opened Door via PC > Andrew = Andrews Andrews ¥

5 6 7 .8 9 0

gwertyui'op

@ RAPB forgive all via Panel

als|d{flglh]jlk]l
@ Reader Active-Door Schedule Off = 5 2
& zxcvbnnma@

@ Valid Access
7123 | © :

= O v s

Figure 15 Transaction List, Transaction Search, Transaction Search Result
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4.4.1 Transaction Detail View

Transaction Detail View allows the viewing of a single transaction in an SK-NET location.
1. € Back in the upper left corner of the screen returns the view to the transaction list.

1:32a4 MG G 30T RNED
— SK-NET Mobile
- Transactions <

1:32am MG G+ 30T NNEED
SK-NET Mobile

EXPLORER TRANSACT... USERS SETTINGS

EXPLORER TRANSACT.. USERS SETTINGS

Transactions Transaction Detail

® RAPB forgive all via Panel

Date
022-03-22
Location
Back Door My Test

User Name Card Number
Chess, Andrew 22

Access Group

Master Users

Time
0:11:19
Reader

® RAPB forgive all via Panel

® Opened Door via PC

® RAPB forgive all via Panel

® Reader Active-Door Schedule Off

2022-03-22 10:1...
Back Door/My Test

® Reader Active via PC

Chess, Andrew
Card # 22

@ Door Unlocked via PC
@ RAPB forgive all via Panel

® Opened Door via PC

Fig 16 - Transaction Selected Record, Transaction Detail

SK-NET shows the following simultaneously
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DSA0  1/16) b2 £2 Bndnew (hest - Madhes Bers wodal Pl Fronl D! Fiy Te8
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Figure 17 - Real Time Transactions shown on SK-NET and Mobile App
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4.4.2 Transaction Icon Indicator

The Transaction Icon Indicator appears on the application icon on the mobile device screen. The number in
the red circle shows the number of new transactions that have occurred since the app was minimized.

Fig 18 - Transaction Icon Indicator

4.5 Explorer

Tap EXPLORER to display a list of all readers in the selected location. The number of readers in the
location is displayed on the top toolbar. The current status of the reader is also displayed.

1. Swipe your finger up or down on the device screen to scroll to and select readers from the reader list.
2. Click to highlight the desired reader, then click the right arrow > to display the Reader Control Screen
for the selected door. The Reader Control view lets you Open, Lock, Unlock and Enable/Disable the any

connected door.
3. Select the = (sandwich) icon in the upper left to bring up the Explorer menu functions.
a. The Q (Search) icon brings up the search entry box which allows for the search for a match

specific reader.
b. The C (refresh) icon refreshes the explorer list view from the data on the cloud.

414 MGG 30T R RE

413 MGG 30T R RE 413 MGG 30T 8 NED
SK-NET Mobile

SK-NET Mobile — SK-NET Mobile <«

3 Readers - 3 Readers

EXPLORER TRANSACT... USERS SETTINGS EXPLORER TRANSACT... USERS SETTINGS EXPLORER TRANSACT... USERS SETTINGS

Explorer Explorer Reader Control

@ 7602004

v
Inactive Unlocked, Door Closed Reader ID: Back Door

@ Front Door
L Inactive Unlocked, Door Closed
Front Door

< B o B oK -

£ ZXCVBNMGE

e . © _

Figure 19 - Explorer List View, Search for Reader, Reader Control View
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4.5.1 Reader Control View

Here are the functions provided by each button on the reader control display. (Fig 19)

1. Tap Open to activate the door relay for the preset open time.

2. Tap Lock to lock the door indefinitely and makes the reader inactive.

3. Tap Unlock to unlock the door indefinitely, this makes the reader inactive.

4. Tap Normal to place the reader in the normal (active) state.

5. Tap Disable Door Schedule to disable a door’s automatic open schedule for an indefinite
time until the Normal or Enable Door Schedule button is selected.

6. Tap < Back (upper LH corner) to return to the Explorer list view.

e ——
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